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What is “Digital 
Transformation”?

• Analog Electronics (Fourties)

• Phase 1: Digital Electronics (Eighties)

• Phase 2: All-over-IP

• Phase 3: Automation || 4th Industrial 
Revolution - Knowledge Age
• ChatGPT versus static information
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3rd Industrial 
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The 4th Industrial Revolution is characterized by the
massive use of Robots, as well as Artificial Intelligence, Big
Data, Internet of Things, 3D Printing, Quantum Computing.

More eficiente use of the Resources.

These technologies potentiate the replacement of Humans
by Robots in diferent areas.

• Some Jobs disappear, others are created, requiring a great
human adaptation to this new Paradigm.

• Knowledge Age – Routine Actions and Decisions are
implemented by machines.

• Scientific, technical and human skills, critical thinking,
emotional intelligence, abstract thinking, became more
important assets than tangible goods.

• Corporates are becoming capital-intensive.

• Nova Ordem Mundial

4th Industrial 
Revolution

Robots

Artificial 
Intelligence

Internet of
Things

Big Data

Quantum 
Computing

3D Printing
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4th Industrial Revolution
• Massive IoT & 5G

• 5G is disruptive: not only higher throughputs and 
lower latency - Introduction of Machine-to-
Machine Communications - point-to-point (IoT), 
instead of through Base Station.

• Speeds up to 20 times higher (20 Gb/s) & latency 
10 times lower (than 4G).

• Big Data

• Consists of the generation of massive quantity of
data, structured or not, which can be processed by
Artificial Intelligence to generate Knowledge.

• Robotic & Artificial Intelligence

• A robot moves, but has also to make decisions →
Artificial Intelligence

TRANSITION 5G - 6G
1. The Digital Transformation
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Employability Post
4th Industrial 
Revolution
(OECD):

• Automation affects mainly industry and agriculture, but
trade and services are also vulnerable to automation;

• About 14% of existing jobs in OECD are highly automated,
while 32% of jobs can suffer a main change on the way they
are done;

• Younger people who enter the job market are more
vulnerable to automation than jobs developed by more
experienced people;

• Higher risk is associated to jobs with higher level of routines,
lower skills and lower incomes;

• Lower risk is applicable to jobs related to creation,
maintenance and administration of technologies, creative
intelligence, organizational manipulation, social intelligence;

• Not all jobs technically automated will disappear. Moreover,
other jobs will be created, predicting that employability will
continue to rise.

TRANSITION 5G - 6G
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Environment vs Technology • Technologies link with Climate
& Environment:
• More eficiente use of resources

• Mobility

• Energy (renewable energies)

• Industry

• Smart Cities

• Smart Logistics

• Telework

• eLearning

• Robotics

• Digital Transformation →

Energetic Transformation →

Ecological Transformation

• Transformations bursted by
COVID-19 crisis.
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• Disruptive: Not only higher throughputs, but IoT-
oriented (w/out base station), increased Capacity,
and lower lattencies Massive MIMO, Millimeter
Waves & V2V

• Capacity: Up to 15 Tbps/km2 Indoor environment.
•Spectral Efficiency:

•Downlink 30bit/s/Hz - services require more in the downlink
•Uplink 15bit/s/Hz - uplink is the bottleneck, due to lower Tx
Power, and lower number of Tx antenas, …

•Main Differences: 3 Use Cases – Improved Resilience of 
services (Network Slicing, ex: Virtual Reality, autonomous 
vehicles & smart cities):

•(1) Normal + Higher Speed;
•(2) Terminal-to-Terminal → Internet of Things & 
Security (Tetra)

•[2.1] Sensitive to delay and very reliable
(Communication & Sensors) → Edge Computing
•[2.2] Smart Cities) → one million devices per square 
kilometer, and each device should have up to 10 years of 
autonomy or more [ITU]

Internet of Things

TRANSITION 5G - 6G
2. 5G Communications
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Roadmap to 5G Communications
Phases of 3GPP Standardization for 5G:

1. [2018] 3GPP Release 15: Improvement of 4G
(eMBB), with increased speeds and IoT support,
in Non-standalone (NSA) Mode & Standalone
(SA) [Radio Access, Core & Transport Networks]

2. [2020] 3GPP Release 16: Implementation of the
other two use cases: mMTC & URLLC, Network
Slicing (splitting services in different uses
cases/QoS, reserving resources), etc -> Services
Resilience.

3. [2022] 3GPP Release 17: Several improments to
5G, as improvement to URLLC, Network Slicing,
improved capacity, remote control of vehicles,
etc.

• Phased Implementation and differentiated by
different Countries and Operators.

URLLC

Autonomous Vehicles

eMBB

Coverage and Capacity
(traditional)

mMTC

Smart Cities
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• VTC on the Move

• Real-Time 
Communications

• Augmented
Reality

• Support of Self-
Driving Cars

• Machine-to-
machine
communications
(IoT and Security
Apps) – in 
addition to 
infrastructure
centralized
architecture

Millimeter Waves & Massive MIMO schemes involving several 
hundreds of antenna elements are the central technologies for 

5G systems
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5G – Security Aspects:

1. Vulnerabilities from the Cybersecurity point of 
view;

2. Human Exposure from Electromagnetic
Radiations;

3. Utilization of 5G Communications by Forces 
and Security Services (e.g., replacing TETRA).
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5G Security Aspects:

1 - Vulnerabilities from the Cybersecurity point of view:

• 5G connects billions of IoT devices. While PCs tend to be secure (Firewalls, anti-vírus,
etc.), such concern is normally not taken into account in the majority of IoT devices
developed by external entities but interconnected through 5G (WebCams, Smart TVs,
Loudspeakers, refrigerators, smart lockers, Vehicles [autonomous]). These devices act
as an input to 5G network, allowing reaching other devices.

• The extremely high number of 5G devices, with lower latencies and higher
bandwidths, make monitorization of cyber attacks more difficult→ Rethink Security.

• The extremely high number of IoT devices supported by 5G makes IPv4 address
spacing unsufficient. 5G is typically associated with IPv6, where IPSec is embedded
using Authentication Header (AH) or Encapsulation Security Payload (ESP).

• AH: Protects from attacks against Authenticity and Integrity.

• ESP: Protects from attacks against Confidentiality

• What happens within the MANUFACTURER CLOUD? Which kind of data is stored, and
for which purposes?
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5G Security Aspects:

2 - Utilization of 5G Communications by Forces and Security Services (e.g., replacing TETRA)

•TETRA is still a 2G System - Used by policies, militaries, firefighters, etc..
• Very low data rates
• Very low capacity (collapses in fire scenarios)

•Some Comms Requirements used by Security Forces:
•ComSec (authenticity, integrity, confidentiality): IPv6: 5G OK

•Direct mode of Operation: Device-to-device Communication: 5G OK

•Multicast & Broadcast: 5G OK

•Priority of calls and fast setup: 5G OK

•5G can also be used as a private network, such as Logistic Centers or Forces &
Security Services.

•Network Slicing can be employed to reserve resources in public 5G network for
creating private networks

•Virtualization and Software Defined Network (SDN), used in 5G, facilitates the
customization of network, adapting to specific requirements.
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HOW TO ACHIEVE 
5G?

Massive
MIMO

Millimeter
Waves

Base 
Station 

Coperation

Multi-hop
Relay

All-over IP

Block
Transmission
Techniques
(OFDM & 
NOMA)

Adaptive
Modulation

& Coding

Multi-
Resolution
Techniques

Carrier
Aggregation
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mm-Wave communications (30-300GHz - EHF) are crucial part of 5G systems 
due to their increased channel coherence bandwidth, as compared to 

centimeter Wave. These systems use carrier frequencies of 30 - 70 GHz, where 
we have large unoccupied bandwidth. – E.g.: IEEE802.11ad uses 2.16 GHz of 

BW in 60 GHz band (ISM band), supporting up to 7 Gbps.

The distance between antennas is reduced, facilitating a higher number of 
antenna elements (Massive MIMO).

Moreover, antennas size are also reduced.

However, mm-Wave suffers from high path loss and rain and oxygen 
absorption.

Moreover, higher frequencies present higher propagation path losses.

5G overcomes this problem with m-MIMO techniques, such as
beamforming.

mm-Wave 
and 
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Gains)
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Perspectives for 6G
• 5G focus on the initial requirements of the 4th 

Industrial Revolution.

• 6G (2030) aims to improve such implementation.

• The digital society of 2030 and beyond, comprises more 
and more connected devices (IoT), including sensors, 
vehicles, aerial drones, and data.

• 6G aims to consider:

• Augmented Reality (AR) and Extended Reality 
(XR)

• Artificial Intelligence (AI) infused applications

• Wireless Brain-Computer Interactions (BCI)

• Holographic services

• The integration of communications with 
localization, mapping and remote control

• Emerging eHealth applications

• Improved autonomous vehicles

• More efficient support of IoT, namely smart cities 
and smart houses, supporting an extremely high 
number of low-power devices

• Support of flying vehicles and increased mobility 
speed 57
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TRANSITION 5G - 6G
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• How to achieve 1 Tbps and low latencies, in 
6G, focusing on IoT?

• Large Intelligent Antenna Systems 
(Antenas LIS)

• Terahertz Bands Communications & 
Visible Light Communications

• Higher Carrier Frequencies 
correspond to higher channel 
Coherence Bandwidth

• Digital Signal Processing

59

TxR LIS channel LIS Panel

 (1)

ns

 ( )T

ns

 (1)

ny

 ( )R

ny

UE1

. 

. 

.

UEt

UET

 ( )t

ns
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• LIS System:
• Corresponds to Beyond Massive MIMO (5G) – Higher Number of Antennas
• The LIS behaves as a near-field beamformer.
• Traditional far-field wireless communications are typically established at propagation distances greater 

than the Fraunhofer distance (the Fraunhofer distance is only a few wavelengths).
• While MIMO systems have an antenna element separation of 3λ to 4λ, the LIS has an antenna element 

spacing typical of λ/2.
• Individual elements of the LIS array can be seen in the far field, but not the whole array, which acts in

the short field.
• So, the focus is set on the distance, the bearing, and the elevation planes. This acts like a lens to focus

the sun's energy on a piece of paper. Note that traditional beamforming does not focus on distance,
but only on bearing and elevation.

• LIS is different from traditional beamforming in that it can get rid of interference between users who
are aligned, in terms of bearing and elevation, but at different ranges. This makes the process of
concentrating energy even better.

• Some receiver types might allow us to forego the necessity for channel estimation (equalization).
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• Mauro F. Guillén é um sociólogo e professor Universitário de Gestão, nos Estados Unidos, e é especialista em
globalização, finanças, economia política e estudos culturais.

• A quantidade de população pertencente à classe média é determinante na prosperidade da economia de
um país.

• Importância da existência de uma população jovem na Economia, como força de trabalho, e o problema
demográfico na Europa e EUA. Aumento da emigração como forma de mitigação, com impacto
positivo nas economias, situação manipulada por Populismos.

• Aumento do número de pessoas pertencentes à classe média na China, India, Brasil, Rússia, mas
também na África Sub-Sariana, como na Nigéria, Quénia, ou África do Sul, como resultado de muitos
milhões de quilómetros quadrados de terras agrícolas não cultivadas.

• Percentagem de superfície terrestre ocupada por cidades, em 2030 corresponderá a 1,1%, com 60% da
população mundial, com aumento do êxodo e emigração.

• Aumento da pegada de carbono na terra e de vulnerabilidade face à subida do nível do mar.

• Diminuição do número de pessoas da classe média na Europa e nos Estados-Unidos, com implicações
nas economias respetivas.

• Emergência da robótica e das criptomoedas como moeda global.

• Com a população mais jovem, aumento de uma visão global (Informação/Internet, comércio, moedas, 
etc.), face a regionalismos ou nacionalismos.
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