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SUMMARY

In the context of fault detection and isolation of Linear Parameter-Varying (LPV) systems, a challenging
task appears when the dynamics and the available measurements render the model unobservable, which
invalidates the use of standard Set-Valued Observers (SVOs). Two results are obtained in this paper, namely:
using a left-coprime factorization, one can achieve set-valued estimates with ultimately bounded hyper-
volume and convergence dependent on the slowest unobservable mode; and, by rewriting the SVO equations
and taking advantage of a coprime factorization, it is possible to have a low-complexity fault detection and
isolation method. Performance is assessed through simulation, illustrating, in particular, the detection time
for various types of faults. Copyright c© 2016 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Performing fault detection in the context of cyber-physical systems can be difficult to address
because the observability of the system can be affected. For example, having nodes with access
to only local information or special network structures along with limited local state measurements
can result in unobservable modes for the overall system.

The motivation for this work is to provide tools to detect and isolate faults in cyber physical
systems that have unobservable modes but are detectable. Current state-of-the-art techniques using
set-valued estimators are not suitable for systems with unobservable modes and non-zero inputs
as the disturbances and input signals increase the hypervolume of the set-valued estimates in each
iteration, therefore resulting in divergent estimates.

The importance of addressing the fault detection (or state estimation) of a group of dynamic
systems interconnected by a network is reported in [1] and later in [2], where the detection is crucial
given that a single malfunctioning node can severely impact on the overall network performance.
Applications of such systems span the areas of mobile robots, cooperating unmanned vehicles tasks
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such as surveillance and reconnaissance, distributed state estimation, among others (see [3] and the
references therein).

In the case of a smart grid, a network failure or malignant action can compromise its service
which motives the use of efficient fault detection mechanisms [4], [5]. Besides failures and attacks
to the physical power grid infrastructure, one must also consider cyber attacks to its communication
infrastructure. Therefore, the problem of detecting faults and identifying where they are occurring
in a network is considered in this paper. To assess the performance of the techniques developed
herein, we adopt the linearized small signal version of the structure-preserving model, composed
by the linearized swing equation and the DC power flow equation. A comprehensive survey can be
found in [6] regarding different aspects of the design of smart grids. The importance of this problem
is reported in [7] and later in [5].

There is a rich state-of-the-art for some specific problems regarding cyber-physical systems that
can be described by the Linear Parameter-Varying (LPV) model adopted in this paper. In [3], one of
the main results is showing that the overall system of a group of dynamic systems is unobservable
when only considering relative information of the states. A transformation is introduced that allows
to perform fault detection and isolation by considering the observable subspace of the overall
system. The algorithm requires a centralized detection scheme and is only applicable to the specific
Linear Time-Invariant (LTI) model. In this paper, we derive an alternative approach based on Set-
Valued Observers (SVOs), which enables a distributed detection for the observable subspace if we
consider a strategy such that of [8].

In [8], the use of SVOs for distributed fault detection were firstly introduced for the specific case
of consensus. The overall system is modeled as an uncertain LPV system where communications are
seen as a parameter-dependent dynamics matrix. Even though, the whole system is not observable
in every time instant, for a sufficiently long time interval, the system is observable, as long as the
underlying network topology is strongly connected. Whereas in [8], each node has access to its own
state, and the state of one neighbor to which it communicates, in this paper, it is assumed that nodes
have access only to relative information. The distributed detection can also be improved by resorting
to exchanging state estimates whenever the systems communicate or take measurements by using a
similar algorithm to the one presented in [8].

The SVOs framework, whose concept was introduced in [9] and [10] (further information can
be found in [11] and [12] and references therein) is used as a way to represent and propagate the
set-valued state estimates. The approach allows us to consider virtually any kind of linear dynamics
for the agents, and also to incorporate disturbances and model uncertainties.

An alternative method to the SVOs is the use of the reachability concept to construct set-valued
estimates. The proposals in [13] and [14] both resort to this concept and use zonotopes to define
the sets where the state belongs. Zonotopes are a compromise of accuracy for performance in the
sense that they are a subclass within polytopes. In addition, unions can be computed efficiently when
compared to polytopes whereas intersections are much more efficient using polytopes. Our proposal
focus on the use of polytopes since operations introduce less conservatism than zonotopes.

For the particular case of smart grids, other proposals have also been presented by the research
community as alternative fault detection methods motived by the increased interest for this topic
by the industry. A survey focused on fault location methods for both transmission and distribution
systems can be found in [15].

In [16], faults are detected by constructing a χ2-detector that computes the χ2 statistics of the
residuals from a Kalman filter and compares them with the thresholds obtained from the standard
distribution. Such a strategy is stochastic in nature and includes potential false-positives with a
certain probability. The alternative approach presented in this paper is deterministic and relies on a
worst-case detection. A similar stochastic detection strategy can achieved with the extension of the
framework proposed here, following the methodology described in [8].

Fault detection in smart grids has also been performed resorting to the concept of Petri Nets
[17]. The procedure consists in mapping the possible concurrent actions of each of the nodes in
the network to determine the current state of the system and checking if it is compatible with the
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measurements. In this article, we adopt a different methodology although the objective is the same,
in the sense that we are computing a set of all possible states of the system.

In [18], the authors study the problem of undetectable faults due to the unobservable modes of the
system. The fault detection is based on ensuring that the network is observable for a fixed number of
compromised nodes by carefully selecting which states to measure. Although the focus is slightly
different, the definition of the equation dictating the detection and isolation of faults are related. In
[19], one of the main results is to characterize detectability of faults both using dynamic and static
procedures considering the dynamics of the network and no disturbances in the model.

In a different direction, [20] and [21] show that the theoretical condition for fault detectability and
identifiability in the context of smart power grids is similar to that of detecting faults in consensus
problems and amounts to studying the zero dynamics of the system given by the difference between
the nominal “fault-free” and the one with the input fault signal. In this paper, we rewrite the
equations describing the set-valued estimates in a similar fashion, which describe fast SVO (fSVO)
in the sense they are low-complexity methods by avoiding the need to resort to the Fourier-Motzkin
elimination algorithm.

In order of importance, the contributions of this paper are as follows:

• we show how to perform fault detection and isolation with SVOs for unobservable but
detectable systems taking advantage of a coprime factorization;

• reformulation of the theoretical conditions for fault detection and isolation, which leads to
a different set of SVO equations that when coupled together with a coprime factorization
represents a more efficient method for fault detection without adding conservatism.
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